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PREFACE

This ls the revised specification of the Internet Protocol (version 4).
Many people have contributed the concepts and ideas embodied in this
specification, credit should go to at least the following: VYint Cerf,
Danny Cohen, Dave Clark, Dick Watson, Ray Tomlinson, John Shoch, and the
vhole Internet Working Group.
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1. [INTRODUCTION

The Internet Protocol is desianed for use in interconnected systems of
packet-suitched computer communication netuworks., The internet protocol
provides for transmitting segments of data from sources to destinations,
vhere sources and destinations are hosts identified by fixed length
addresses. The internet protocol also provides for fragmentation and
roeassembly of long segments, 1f necessary, for transmission through
"amall packet" netuorks.

1.1. History

This protocol has been developed as one result of the ARPA sponsored
internetuork experiments program. The history until January 1978 is
the history of the host-to-host protocol TCP.

The first publication of the ideas on which TCP is based was a paper
in the IEEE Transactions on Communications by Cerf and Kabhn in
1974 [1). Later that year a protocol specification was published by
a group led by Cerf at Stanford University [2]. A  second
specification was prepared in 1976 by a group led by Postel at SRI
for the Defense Communication Agency for the AUTODIN 11 network [3].
In 1977 Cerf, at ARPA, prepared a substantial revision of the TCP
specification [4]. Recently Postel revised Cerf's revision to
distinguish the internet aspects from the host-to-host aspects [5].

Since January 1978 ideas about the internet protocel have continued to
evolve and tuo documents were circulated by Postel [B] and Cerf [7].
The present specification draus on both of these and the discussions
of the Internetuwork MWorking Group. A brief memo on a revision of TCP
in light of these developments was circulated by Cerf [8]. In June
1978, a draft edition of this document was circulated [31.

1.2. Scope
The internet protocol is specifically limited in scope to provide the
functions necessary to deliver a package of bits (an internet segment)

from a source to a destination over an inconnected system of networks.
There are no mechanisms to prowmote reliability, flow control,
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soquencing, or other services commonly found in host-to-host
protocol s.

The protocol Is intended to be utilized in gateways that Interconnect
sets of netuorks.

1.3. Documentation

No documentation beyond that cited in the History Section (1.1) above
is knoun. Those documents do provide some background, as do a series
of working notes circulated in the ARPA research community. These
notes are called Internetwork Experiment Notes (or 1ENs) and are
collected into an Internet Notebook.

1.4. Interfaces

This protocol 1is called on by host-to-host protocols in an internet
onvironment. This protocol calls on local network protocols to carruy
the internet packet to the next gatewauy or destination host.

For example, a TCP module would call on the internet module to take a
TCP segment (including the TCP header and user datal as the data
portion of an internet segment. The TCP module would provide the
addresses and other parameters in the internet header to the internet
module as arguments of the call. The internet module would then
create an internet segment and call on the local network interface to
transmit the internet segment.

In the ARPANET case, for example, the internet module would call on a
local net module which would add the 1822 leader [18] to the internet
segment creating an ARPANET message to transmit to the IHP.

1.5. Operation

The internet protocol implements two basic functions: addressing and
fragmentation.

The internet modules use the addresses carried in the internet header
to transmit the internet packets toward their destinations. The
selection of a path for transmision is called routing. Routing is not
a topic discussed by the internet protocol (at least not this version
of it).

The internet modules use fields in the internet header to fragment and
reassemble Internet packets wuwhen necessary for transmission through
"small| packet" networks.

The model of operation Is that an internet module resides in each host
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engaged in internet communication and in each gateway that
interconnects netuorks. These modules share common rules for
interpreting address fields and for fragmenting and assembling
internet packets. In addition, these modules (especially in gateuways)
may have procedures for making routing decisions and other functions.

The internet protocol uses four key mechanisms in providing its
service: Type of Service, Time to Live, Options, and Header Checksum.

The type of service is used to indicate the quality of the service
desired, this may be thought of as selecting among Interactive, Bulk,
or Real Time, for example. This tupe of service indication is to be
usced by gateways to sclect the actual transmission parameters when
routing an internet packet through a particular netuork. '

The time to live is an indication of the lifetime of an internet
packet. It is set by the sender of the packet and reduced at the
points along the route wWhere it is processed. [f the time to live
reaches zero before the internet packet reaches its destination, the
internet packet is destroued. The time to |ive can be thought of as a
sl f destruct time limit.

The options provide for control functions needed or useful in some
situations, but unnecessary for the most common communications. The
options include provisions for timestamps, error reports, and special
routing.

The header checksum provides a verification that the information used
in processing internet packets has been transmitted correctiy. The
data may contain errors. If the header checksum fails, the internet
packet is discarded at once.

The internet protocol does not provide a reliable communication
facility. There are no acknouledgments elther end-to-end or
hop-bu-hop. There is no error control for data, oniy & header
checksum. There are no retransmissions., There is no flow control.

The internet protocol treats each internet segment as an independent

entity unrelated to any other internet segment. There are no
connections or logical circuits (virtual or otherwisel.
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2. PHILOSOPHY

2.1. Related Work

The TCP development cited in the Histery Section (1.1) is closely
relatad to this uwork. Other work on the interconnection of networks
can be found in the reporte of the International Network Working Group
(INUG) [111].

2.2. Hechanioms Explained
Addressing

A diatinction Is made betueen names, addresses, and routes [12]. A
nama indicates wuWwhat ue seek, An address indicates where it is. A
route indicates hou to get there. The internet protocol deals only
Hith addresses. It is the task of higher level (i.e. host-to-haost
or application) protocols to make the mapping from names to
addresses. It is the task of lower level li.e. local net or
gateways) procedures to make the mapping from addresses to routes.

Addresses are fixed length of four octets (32 bits). An address
begins with an one octet netuwork number, follouwed by a three octet
hoat number.

Care must be taken in mapping internset addresses to local net
addresses; He Want to permit one physical host to act as If it were
several distinct hosts to the extent of wusing several distinct
internet addresses,

Fragmentation

Fragmentation of an internet segment may be necessary wuhen It
originates in a local net that allods a large packet size and must
traverse a local net that |imits packets to @ smaller size to reach
its destination.

An internet segment can be marked "don't fragment." Any internet
segment so marked is not to be internet fragmented under any
circumstances (houever, intranet fragmentation may be used, that is
a fragmentation and reassembly across a local network which is
invisible to the internet protocal modulel. 1f such an internet
scgment can not be delivered to its destination without fragmenting
it, it is to be discarded instead.

The internet protocol fragmentation procedure utilizes information

in three fields of the internet header: the identification, the
more-fragmenta-flag, and the fragment offset.
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The sender of an internet segment sets the identification field to a
value that must be unique for that source-destination pair for the
time the segment will be active in the internetuork system. The
originator of a complete segment sets the more-fragments-flag to
zero and the fragment offset to zero.

To fragment a long internet packet, an internet protocol module (for
example, Iin a gateway), creates tuo neu internet packets and copies
the contents of the internet header fields from the long packet into
both new internet headers. The data of the long packet is divided
into {wo portions on a B octet (B4 bit) boundary (the second portion
might not be an even multiple of & octets, but the first must bel.
Call the number of 8 octet blocks in the first portion NFB (for
Number of Fragment Blocks). The first portion of the data is placed
in the first new internet packet, and the total length field is set
to the correct wvalue. The more-fragments-flag is set to one. The
second portion of the data is placed in the second ned internet
packet, and the total length field is set to the correct value. The
more-fragments-flag carries the same value as the long packet. The
fragment offset field of the second ned internet packet is set to
thoe value of that field in the long packet plus NFB.

Thie procedure can be generalized for an n-uay split, rather than
the tuwo-uay split described.

To assemble the fragments of an internet segment, an internet
protocol module (for example at a destination host) combines
internet packets that all have the same value for the three fields:
identification, destination, and source. The combination is done by
placing the data portion of each fragment in the relative position
indicated by the fragment offset in that fragment's internet header.
The first fragment will have the fragment offeet zero, and the last
fragment will have the more-fragments-flag reset to zero.
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2.3. Functional Specification of Interfaces
The following diagram illustrates the place of the internet protocol
in the protocoel hierarchy:
Fm———— + 44 f-———- + +———
1Telnet! ! FTIP | Woice! ... ! !
o= + H————= + =t fmm—— +
! ! ! |
e + o + et +
I TCP ! I RTP | ! !
R o + mm——— +
! | !
o m—mmm +
! Internet Protocol !
e e e +
!
o +
! Local Netuwork Protocol !
e +
!
Protocol Relationships
Figure 1.
Internet protocol interfaces on one side to the higher level

host-to-host protocols and on the other side to the local npetuork
protocol.

2.4, Problems Remaining
Major [tems

A formal specification system must be selected, and the formal
specification created.

The protocol must be verified.
Implementation recommendaticons must be provided.

Examples and scenarios must be created.
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Technical Points
Source Routing

It Is thought that in some cases the sender may wish or need to
spacify the route to be traversed through the internetwork system
rather than the address of the destination. Current plans call
for an option to be developed to carry such information.

Address Assignment
Care must be taken in mapping Iinternet addresses to local net

addresses, ue uwant to permit one physical host to act as if it
were several distinct hosts to the extent of using several

distinct internet addresses.

Longer Addresses

In some cases, it may be desired to use longer adddresses than are
permitted in the regular internet header address fields.

Tupe of Service

The types of service defined have yet to be proven in use;
exper imentation Is needed. A method for stream setup is not yet

cdefined,

Header Checksum

Experience with the header checksum procedure is needed; it may
be that it will be replaced by a stronger checksum procedure.

Options
Additional options are to be defined.

Treatment of Errors

The development of error reporting conventions is needed.
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